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GWI
Privacy and Customer Proprietary Network Information (CPNI)

This Privacy and CPNI Policy identifies and desesilthe way GWI uses and protects the informatiorcalect
about you, including Customer Proprietary Networtofmation (“CPNI”). All use of GWI's products arsgrvices,
including visits to our web site/s, are subjectttis Privacy Policy.

Personal Information

This policy applies to personally identifiable infioation (“personal information”), that we directigsociate with a
specific entity or person (for example, name, dosicurity number, addresses, telephone numberscalhd
records). Not included in personal information &g¢regate” or “anonymous” information, neither dfigh is
associated with a specific entity or person.

Collection of Personal Information

We collect personal information about you when yme our services or otherwise interact with usuidiclg

visiting our web site. This information includesrponal information you provide when you sign updnd use our
services, when you e-mail, call, or otherwise comitete with us. For example, we may collect creditsonal
contact, and billing information when you sign up $ervices or purchase other products or servigés.may also
collect personal information when you call and ena&il our customer service representatives, enfermation on
our web site, pay for service, or submit surveypoeses. When your computer or other communicati®vrice

accesses or web browsers, use our web sites, wenatitally receive certain information, such asrybrowser

type, IP address, and date and time. We may ditmnopersonal information about you from otherrses. For
example, we may obtain updated address informdtton our vendors or shippers. We may also purcpassonal
information (for example, e-mail lists, postal niats, marketing and demographic data) from others

Use of Personal Information

We use personal information for a variety of busgpurposes, including but not limited to, complgtiransactions
and billing for products and services, respondmgdur requests for service or assistance, vegfyiour identity,

anticipating and resolving potential and or acfuablems with our products and services, creatimd)ienproving

products and services; suggesting different ortemdil products or services, making internal bussndecisions
about current and future offers, providing persizeal user experiences and service, and protectingroperty and
rights. We may also use personal information totact you about GWI or third-party products, seegicand
offers, consistent with our CPNI Policy set outdvel that we believe you may find of interest. Wayngontact you
by telephone, postal mail, e-mail, or other methodsu may opt-out of receiving marketing commutimas from

us at any time by contacting marketing@gwi.net.

Disclosure of Personal Information

We do not rent, sell, or otherwise provide yourspeal information to unaffiliated third-parties moarket their
services or products to you. We may, however,lasscyour personal information to unaffiliated thparties as
follows: (a) with your consent: We can disclosespaal information about you to third-parties withuy consent.
We can obtain your consent in several ways, sudh asiting, orally, online, through "click-througtagreements,
including through interactive voice response, oemwlyour consent is part of this policy or the teand conditions
pursuant to which we provide you service. Yoursanmt is sometimes implicit. For example, if you ghase a
product and ask that it be shipped to your homa,igwplicitly consent to our disclosure of your naared address
to a third-party shipping company to complete deiyv

Transaction Processing: We may disclose persorfatniation to third-parties who complete transacdioor

perform services on our behalf (for example, custoservice, billing, shipping, and marketing), arahsactions on
your behalf (such as, verification of your accoinformation at your request to some third-partyibess), or
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transfers related to your service (for example, beinportability). We typically restrict by conttatie manner in
which these third-parties may use and discloseopetsnformation about you without your consent.

Primary Account Holder: We may disclose person&érimation of an account user to the primary accdwiter
(which is the party financially responsible for thecount). If a business, governmental agencgtteer individual
obtains service for you, that entity or individuslour customer, and we may provide personal infdion about
you or your use of the service to them or othetbeit direction. When you are the primary accdwiter, but you
receive special terms or discounted pricing, oeptienefits through another party’s agreement wétiisuch as an
employee discount), we may provide enough persof@amation to that party to verify your initial drcontinuing
eligibility for benefits under their agreement witk and to calculate any associated discounts.

Legal Process and Protection of GWI and others:nvilg disclose personal communications or informatidvere
we believe in good faith such disclosure is neagssacomply with the law or respond to legal prezésuch as a
lawful subpoena, E-9-1-1 information, court ordeo);nitiate, bill, render, and collect for prods&nd services, to
enforce or apply agreements, to protect our rights or property in connection with disputes, claioslitigation;
to protect users of our services and other caroerproviders from abusive, fraudulent, or unlawfise of, or
subscription to, such services, to facilitate orifyethe appropriate calculation of any fees, taxes other
obligations due to a local, state, or federal goment, or if we so determine disclosure is necgsgaran
emergency situation.

Third-party Services: When the use of our servatlsvs you to take advantage of products and sesvidfered by
other companies your personal information may Beldsed.

Business Transfers: We may disclose personal irdtom as part of a corporate business transactiocth as a
acquisition or merger, corporate reorganizatiorsade of company assets, joint venture, finanaangp the unlikely
event of insolvency, receivership or bankruptcywimich personal information could be transferredhiod-parties
as a business asset in the transaction.

Retention of Personal Information and Security

We use a variety of electronic, physical, and pdocal safeguards to protect personal informatioomfr
unauthorized use, access, or disclosure while iurider our control. Such as when you provide $gasi
information (like credit card numbers) to our wete swe use transmission encryption technologiks Becure
Socket Layer (SSL). Although we cannot guarartteé misuse, loss, or alteration of your persorfarmation will
not occur, we strive to prevent such occurrences.

Our practices and procedures are designed to fiengonal information access to those GWI emplogeelsagents
with a legitimate need to access such informatiGwl employees are bound by confidentiality obligas, which

obligate them to protect the confidentiality of ozustomers’ personal information. Violations ofclksuwould

subject employees to disciplinary action, up to emetluding termination.

We retain personal information for as long as weeha business need or as applicable regulationdaavs] or
government orders require. When we dispose ofopaisnformation, we use reasonable proceduresaseeor
render it unreadable such as shredding documedtsvgning electronic media. We will make reasonadttempts
to notify you if we determine that a security brieaavolving your personal information has occuresdl creates a
risk of service disruption, identity theft, or aberwise required by law.

Access to Your Information
You may modify your contact information by contagtiCustomer Service. We will make good faith éffdo

resolve requests to correct inaccurate informagixeept where the request requires disproporticeatenical effort
or expense, is unreasonable, jeopardizes the priiamthers, or would be impractical.
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Use of Your Information

Regarding our marketing communications you may sbdo limit or opt-out of certain communicationsrfr GWI

at any time. While you may elect not to receivekating information from us, if you subscribe tor @ervices, you
will continue to receive customer-service and teatisnal notices, invoices, and similar communaagi If you
are a GWI customer you can change your marketiefepmnces by completing our customer opt out foffryou

are not a GWI customer and would like to opt-outntdrketing communications from GWI, you can do so b
completing our non-customer opt out form. You naEgo manage your marketing preferences by contactin
Customer Service, or, with respect to marketing adlan by following the “unsubscribe” instructionsr any
marketing e-mail we send you.

Children

We do not solicit children to purchase our produmtsservices. If however, you authorize a childuse our
products or services through your GWI account, @angonal information associated with such useheiltreated as
your information in accordance with this policy. eVéncourage parents to be involved in all the endintivities
(including wireless Internet browsing) of their Ichen to ensure that no information is collectednfra child
without parental permission. We may offer secufidatures designed to allow the customer to impfgme
restrictions to adult orientated content, but sieattures are not guaranteed nor are they foolproof.

Caller ID Blocking

When you use GWI's communications services, younaand telephone number may be transmitted anthglésp
on the receiving party’s communications device anghone bill unless you block that information,igthyou can
generally do by dialing *67 prior to dialing thelleal party’s phone number. For more details rédethe specific
instructions for your communication device regagd®aller ID Blocking. Caller ID Blocking does nptevent the
display of your information when you dial certaimsiness numbers, including 911, toll-free humbear9@0
numbers.

Web Beacons, Cookies and Similar Technologies

We may use cookies (which are small data text fikased on your device or computer) or similar texghgies to
identify the device or computer and record yourfgnences and other data so that our web site caompadize your
visit/s. We may also use information collectednfr@ookies to improve our site, make recommendatiansl
complete transactions you request. You may betaldet your browser to reject cookies or deletekims, but that
may result in the loss of some functionality on site. We may also use Web beacons (which arel gimaghic
images on a Web page or an HTML e-mail) to moriittgraction with our web site/s or e-mails. Weladmns are
generally invisible because they are very smally(drby-1 pixel) and the same color as the backgdoof the Web
page or e-mail message. If we combine or link e@ak Web beacon information with personal inforioat we

will treat the combined or linked information asrgenal information under this policy. We may enyptbird-

parties to place advertisements about our prodats services on other web site/s. The use of espkiVeb
beacons, or similar technologies by such thirdipait subject to their privacy policies — not thddicy.

Customer Service Monitoring

We may record and monitor e-mails, phone callgtber communications between you and our Custoreernc®
representatives or other employees for quality ras®@e purposes and training and to review spet#igsaction
requests.

Forums and Chat Rooms

If you use or link to a public bulletin board, fanuchat room, or any type of social network onronf a GWI web
site, please understand and be aware that anynagrisdormation you submit can be read, collecedused by
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other users of these forums, including to sendymsolicited messages. We are not responsiblecfigrsa to or use
of any personal information you choose to submghare with others.

Directories

We do not publish directories of our customer’s bans. Neither will we provide or make such numtaarsilable
to any third-parties for listing in their publicrdctories, without the customer’s prior consent.

Other Governing Terms

This policy does not alter or modify any applicabtgeement you have with GWI. Also, if you usessulioe to our
services, our GWI Terms and Conditions and ceétier terms may apply to your purchase, use, oscigiion.
If this policy conflicts with any portion of thogerms and agreements, those terms and agreememsidgo the
extent of the inconsistency as permitted by law.

Protecting Your Own Personal Information

You play a key role in ensuring the security of yparsonal information, including protecting againsauthorized
access to your device. We encourage you to usavpads to prevent unauthorized access to yourrimdtion and
your voicemail. We recommend that you periodicaliyange your passwords, use unique, non-obviousyoads,
and that you not share your passwords with othBitify us immediately if you believe your persoiaormation
has been accessed without your consent.

Customer Proprietary Network Information (CPNI)

Customer Proprietary Network Information, or "CPNi§ a form of personal information that is genedatn
connection with the phone services we provide to. y&PNI includes information such as call detailsg certain
information about your rate plans and features.NICRRowever does not include your name, phone nuraner
address. Under federal law, you have a right,\@achave a duty, to protect the confidentiality &N0 and we
have adopted procedures and policies designed doreercompliance with those rules. We won't intemdlly
disclose your CPNI to third-parties without yourrméssion, except as allowed under applicable [a@CFules, or
explained in this policy. However you may designather “authorized users” (such as a spouse) ¢esacand
manage your account information, including CPNI.

USE OF CPNI

We may use CPNI in the course of providing repaiwvises to you. We may also use CPNI to marketlGW
services to you that may enhance services thatayr@ady receive from GWI. Finally, we may usecltise or
permit access to CPNI to protect the rights or propof GWI or to protect users of GWI's servicasm
fraudulent, abusive or unlawful use of, or subg@ipto, such services.

USE OF CPNI UPON AUTHORIZATION FROM THE CUSTOMER

We may use CPNI or disclose CPNI to GWI's agentd any affiliates that provide communications-refate
services for the purpose of marketing communicat@ated services to you that are outside the oayegf service
to which you already subscribe. As an examplemag utilize CPNI generated in our furnishing pheeevice to
you to market to you, data services. However, lyave the right to restrict our use of your CPNI tluis purpose.
If you would like to opt out of this type of markag, you may notify us in writing by mailing suchriting to:
Marketing, GWI 8 Pomerleau St. Biddeford, Me. 04@05you may call customer service and a custometicge
representative will note your desire to opt ouydur billing record. If you do not notify us withi30 days of this
notification that you wish to restrict our use @iuy CPNI, we will conclude that you consent to ase of CPNI for
this limited purpose. The approval shall be validil you affirmatively revoke or limit such appralv Your
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decision to opt out of such marketing will not affé¢he provision of any services to which you suibec Your
decision to permit such marketing may enhance bilityato offer products and services tailored toy needs.

Changes to This Policy

We may update this policy if legal or regulatoryanbes require it or if we materially change ourcficas. If we

decide to use or disclose personal informationway that is materially different from that whictasvstated in this
policy at the time the personal information wadexikd, we will notify you by posting notice of thhange on our
Web site privacy policy page for at least 30 dagfote we implement that change and will give yowpportunity

to opt-out of the proposed use or disclosure o¥iptesly collected personal information. You shotéder to this

policy often for the latest information and theeetive date of any changes.

How to Contact Us

If you have any questions or comments about thigyor about GWI's privacy practices, please con@ustomer
Service by sending an e-mail message to services@eiwby accessing customer service through our site or
by calling customer service at 866-494-2020.

You may also direct your privacy-related commemtguestions to the address below:

Marketing
GWI

8 Pomerelau St.
Biddeford, Me. 04005
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GWI
CPNI Training Outline
(Last Updated: September 2010)

|. Disclosure of Customer Proprietary Network Information (“CPNI™)

The FCC prohibits GWI from releasing customer infation to a customer when that
customer calls, except when the customer provigesaword.

Absent the use of a password, GWI may not releastomer information to a customer
except by sending it to the customer’s addressadrd or calling the customer at the customer’s
telephone number of record.

GW!I can also provide customer information in partmthe customer at GWI's office if
the customer presents valid identification.

GWI must also disclose customer information to gmyson that the customer may
designate_in writingto receive such information. However, GWI musliole the above
guidelines in providing customer information to thiesignated representative (proper
identification, sending to designated address plexviby customer, etc.)

When releasing/disclosing customer informationeaiployee should document the date,
time and the manner in which the customer authdr&zeh release or disclosure.

An employee must immediately report to the empddyesupervisor if customer
information is disclosed in a manner other thamuaitined above. A failure on the part of an
employee to report such disclosures will resultiscipline up to and including termination of
employment depending on the circumstances of thlerdato report the disclosure to a
supervisor.

[I. Marketing Restrictions

GWI is permitted to use customer information, withthe customer’s approval to market
enhancements to services the customer already U$esFCC provides the following example:
If the customer purchases basic telephone servicae the Company, the Company does not
need to obtain customer approval to use the custenméormation to try to sell the customer
voice mail or caller ID service.

However, GWI must obtain customer approval to cgstomer information for other
marketing. As an example, if GWI wanted to usst@mer information compiled from phone
customers to market data plans, it would need taioltustomer approval. In obtaining such
approval, GWI must first provide the customer watlequest that contains specific disclosures
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about how GWI will use the customer informatiorheTlaw permits GWI to use either an Opt-In
or an Opt-Out process to obtain approval for usthefinformation within the Company. GWI

has elected to use the Opt-Out process. Thergboig, to using the customer information for
marketing purposes within the Company (other tl@nnharketing purposes outlined in the first
paragraph of this section), GWI must send the cnstdhe notice saying that GWI will consider
the customer to have given approval to use theomest information for marketing unless the
customer, within thirty days of the notice, tell§\Gnot to do so.

Prior to sharing customer information with joinenture partners or independent
contractors, GWI must obtain Opt-In approval frdma tustomer. That means that the customer
must expressly give GWI permission to disclose saébrmation to joint venture partners or
independent contractors. In addition, GWI museemito agreements with these third parties to
keep GWI customer information confidential befor@yding the information to these third
parties.

[1l.  Additional Notification to Customer and Law Enforcement

The FCC requires GWI to report to both the custoamel law enforcement officials such
as the FBI if customer information is disclosedhwiit the customer’s permission.

GWI must notify customers immediately whenever ahehe following is created or
changed.

Password
Customer Name
Mailing address
Email address
Phone Number
Username

ok whE

This notification is not required when the custormetiates service. The notification may be
through a GWI originated voicemail, mail to the eel$ of record and must not reveal the
changed information or be sent to the new accoomiact information. GWI representatives will
send postcards to customers address of record {prainange) as soon as any change is made to
their account. GWI will only use the customer’s paanumber on record to obtain customer
authorization.

GWI must provide our Opt-Out notice to all phonstomers every two years. GWI has
chosen to send this notification in the month ofdDer during years ending in even numbers.
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V. Recordkeeping

GWI must keep accurate records of all instancegevitelisclosed customer information
to third parties, and whether or not the custommeviped approval for such disclosure.

GWI must keep records documenting biennial phorstocaer Opt-Out notification for at
least one year. This will be stored off-networkhtihe marketing campaign documentation.

GWI employees will record instances of postcardfication being sent to customers in
our billing or customer relation management syste@isanges made directly in the Billing
system do not require additional notes as the syseeords the date, the employee making the
change and the method of authorization is alwagséme.

All approved and executed marketing campaigns lvglldocumented in our shared off-

network storage so that it is accessible and se@oeumentation shall include the target and
messaging.

V. Compliance Review of Marketing Campaigns

All marketing campaigns should be reviewed for cbhamgze with the CPNI policy prior
to implementation of the marketing campaigns.

VI. Training

All employees should be trained regarding the nesaents set forth in this outline and
documentation of such training should be maintained
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CPNI Training Attendance List

Employee (print) Employee (signature) Date
Presented by (print) Presented by (signature) Date
Please scan and email to marketing@gwi.net for training documentation.
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New Employee CPNI Training Confirmation

| have reviewed our CPNI Policy with the following new employee:

Employee (print)

Employee (signature)

Date

Trainer (print)

Trainer (signature)

Date

Please scan and email to marketing@gwi.net for training documentation.
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L
Phone, .wf""& L OPLOUT NOTICE

GW I respects your privacy and ahides by the privacy rules mandated by the Federal Communications Commission.
You have a right, and GW1 has s duty under federal law, to protect the confidentiality of vour Customer Proprietary
Network nformation (“CPNI™)L CPNI s information sbout the quantity, technical configuration, type, destination,
Incation, usage and billing of vour GWI phone service. GWI will not use or disclose your CPNI except as permitted
a required by federal statute and applicable FOC regulations, GWI will use your CPNI only to provide GWI
wervices to vou or to suggest other GWI communications-related services tailored to vour needs. GWI may disclose,
share or permit gecess to vour CPNED on 2 limited, as-nesded basis with trusted agents and contractors that assist us in
moviding you with commumications related services., Contractors and agents, as well as GWIE, share a duty o
motect vour CPMI. These protections apply automatically, and you do not need to take any action in order to benefit
fom them.

Additivnal Options:

A5 3 GWI costomer, vou have the nght to impose addiional restrichions on GWE's wse of your CFNI by “opting
wt."” if youopt out, GWE cannot use your CPNI to market additional services to you, Opting out will not affect the
moviston of any GWI service to which you alresdy subseribe, but it may prevent vou from receving ceram
mformation about additional services from GWI We will not use vour information for 32 days after mailing this
notics to give you time to make vour chows. In order to opt out, pleass complete and retorn the Opt-Out
Motification setout below and mail the form to:

Gwl
Marketing
8 Pomerleau St

Biddeford, Me. 04005

Please be advised that if you do not opt out, vour consent will remain valid until we receive your notice withdrawing
it. If you wish to withdraw your consent at any time, vou may do so by calling us at 866-484-2020.

{ have read this notice and would like o Opt-Cut of the CPNI based marketing of products and servicss that are
mitside of my existing scops of service offered by GWI

Authorized Customer:
Street/Billing Address:
City, State, £ip Code:

Account Telephone Number:

Authorized By:

(Signature of authoriced contact currently listed on the account)

[rate:

H Pl u iy Maftletord, Maime | G009 fard 207 2808080 | el fee | BG40 2030 | s 20T JED SHEH | owww.mwiiiet
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IMPORTANT Customer Notice
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Mon Disclosure Agreement

In consideration of doing business with Great Waorks Internet ("GWI"),
(“Contractor”) agrees not to disclose any Confidential Information to any
third party unless authorized in writing to do so by an authorized officer of GWI.

Contractor agrees not to make any perzonal or commercial use of Confidential Information
unless expressly authorized in writing to do so by an authorized officer of GWI.

This Agreement shall not be construed to grant Contractor any license or other rights, including
any right to a continued business relationship with GWI. This Agreement shall continue to be binding on
Contractor after Contractor's association with GW! ends and irrespective of the length of Contractor's

association with GWI or the level of remuneration paid by GWI to Contractor.

Mo modification of this Agreement may be made unless authorized in writing by an authorized
officer of GWI.

“Confidential Information” =hall mean information, including but not limited to formulas,
technigues, plans, processes, programs, financial data, marketing plans, lists of customers or any other
identification of customers and/or the particular requirements of such customers, or data related to
such customers, research and development, trade secrets or other information dezignated by GW| as
Confidential Information.

“Confidentizl Information” includes Customer Proprietary Network Information ["CPNI"). CPMI
is information about the quantity, technical configuration, type, destination, location, usage and billing
of a GWI customer's phone service.

Contractor acknowledges that as a contractor of GW/I, Contractor shares a duty to protect the
CPMI of GWI's customers to the extent that Contractor has access to such CPMI. Contractor
acknowledges that it may not disclose such CPNI to any other party, including the GW| customer, unless
specifically authorized inwriting by an authorized officer of GWI1 to do so. If Contractor has contact with
GW!I customers, Contractor agrees to familiarize itself with GW/1's privacy and CPNI policies and comply
with such paolicies.

It would be impossible to calculate or ascertain accurately and definitely the damages GW!I
would sustain from a breach of this Mon Disclosure Agreement. Accordingly, in the event of a
threatened ar actuzl breach of this Agreement, Contractor agrees that GWI shall be entitled to an
injunction, without the necessity of posting bond, restraining any prohibited activity and that GWI may
glso pursue such other remedies available to GWI including the recovery of additional damages. GWI
shall be entitled to payment by Contractor of all reasonzable attorneys’ fees and costs incurred in
bringing such any legal action to enforce this Agreement.

Contractor

By: Date:

Its:
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GWiI

CPNI Documentation Outline

GWI Maintains a CPNI folder in our corporate Gooflecs and the following items are to be
stored there:

* This document, also called the Full CPNI Package

* GWI CPNI Policy

* GWI CPNI Training Outline

» Training Attendance List

* New Employee Training Confirmation

* Opt-Out Notification: new customers and the biehn@aification
» Biennial Opt-Out Notification customer lists

* Marketing campaigns including customer lists

* CPNI Non-disclosure agreement

» Signed CPNI Non-disclosure agreements

Individual interactions with customers will be dooented in the following systems:
* Platypus 5: Residential Services billing system

* Platypus 6: Business Services billing systems
« Calltrak: Residential Services customer relatiopshanagement (CRM) system
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